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Introduction

Attach2Dynamicss anew ISV adan for Microsoft Dynamics 368CRMwhich enablesusersto use
document management systemgthin Dynamic865CRM.

The primary functiorof Attach2Dynamics is to store files/folders in cloud storages. Currently it supports
three cloud storageg, SharePointDropboxand Azure Blob Storage.

Salient Features

1 Supports all types of entities
1 Multiple files andolders can be dragged and dropped at one time to the configured cloud storage
1 Single as well as multiple filesfoiders can be uploaded
1 Usescan download documents fromonfiguredcloudstorage
T 9YF At @Al Kile#FktaSh@ent canfbg sent 2 NJ
9 Hles/Folders can be renamed
1 Bulk copy/move Note/Emabales Literaturéttachments to cloud storage
1 Move/Copy EmdiNote AttachmentSales Literature Attachmeno Cloud Storage
1 Sharable links of files/folders can be created which can also be copiegtéwnal use
1 Deep search cabe done br the entered keyword
91 Support for uploading files from home page
9 Access control of user actions on Attach2Dynamics
91 Delete files from cloud storages
1 View files before downloading
9 Support forconfiguring multiple connectors
Available for.

Microsoft Dynamics8365CRM:2016 and above Dynamics 36&ERM
Deployment:On-Premises with IFD and Dynamics 365 Online

Dropbox:Dropboxand Dropbox for Business
SharePointOnline

Azure Blob Storage
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Configuring Connecter

In Attach2Dynamics the user can configure multiple connectors for all three cloud star&pesePoint,

Dropbox and Azure Blob Storagéor example: The user can creataultiple connectors such as
SharePoint_1, SharePoint_2, SharePoint_3, etc. for SharePoint. Similarly, multiple connectors can also be
created for Dropbox and Azure Blob Storabe.configure connectors follow the given steps:

Navigate toAttach2DynamicsApp and then clickZonnectofEntity. Next, click¥ b Sté @eate a new
WonnectorQ

Dynamics 365 ~ Attach2Dynamics Attach2Dynamics > Connectors
S5 B show Chart MNew ]EI Delete o O Refresh ¥ Detail Map & Heat Map & Emailalink | ™~ o™ Flow fill Run Report
(3 Home
& &> Active Connectors Searchforrecords P
(8) Recent
57 Pinned v
Vv Connector Type 'N, Auth-Type 'H, Maximum file size {in kilo... 'N, Status Reason TL Created On L

Attach2Dynamics

&% Connectors

Entity Configurations

Bulk Migration Jobs
Bulk Migration Job S...

Error Logs No data available

a m J a

(@

License Registration

Configuring SharePoint Connector

a) Name:Give name to the connector
Connector TypeChoosesharePointfrom the dropdown.
Default Connectorif required, @able the checkbox to set SharePoint_1 as default connector.

b) SharePoint SiteThis is valienly for SharePointt is the bcationof SharePoint where files and
folders will be storedSelect the valiGharePoint site herdhis field is notvisble for Dropbox
and Azure Blob Storage
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Cf-}) CONNECTOR
T~ New Connector

General Credentials Additional Settings  Entity Configurations

General

Mame *  SharePoint_1
Connector Type *  SharePoint
Default Connector v

Look for SharePoint Site je
SharePoint Site

__ Default 5ite

o ava

54 hitps:/,/el—harepoint.com

N L3 — -
Auth-Type “or  Change View

Note: The user has to create new SharePoint site for each new connector.

c) Auth-Type:You carselectil K S @ LI2M¥INEBVR Sheie X hisfin@icates whether
Authetication with the connector is done through App or Credential.
ForSharePointoth App and Credentialare supported.

ForDropboxonly Appis valid.
ForAzure Blob Storagenly Credentialis valid
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C{B CONMECTOR
1T~ SharePoint 1

Related

General Credentials Additional Settings  Entity Configurations
General
Mame *  SharePoint_1
Connector Type " SharePoint
Default Connector "
SharePoint Site * Default Site
Auth-Type * | Credential

--Select--

d) Credentialsit is mandatory to enter creddials in order to create a newo@nector. Enter value

for Id and Password/SecretNext authenticate the credentials.

C’B CONNECTOR
1T~ SharePoint

General Credentials Additional Settings  Entity Configurations  Related
Id o mpllicaresk e wwth oeen
Password/Secret " ZZZZZ HVPNF CRQUX VWAQM NBJSW PLOEU SDS
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Note:
The Id/Passwordrigin differs for SharePoinDropboxand Azure Blob Storage.

T I1d andPassword for SharePoinin theld/Passwordfield enter youusername and in password
enter password. It can be your norniafnamics 36%2RM credentials

91 Id and Password/Secret for Dropboknteré 2 dzd@Idp&EApp Keyand App secreffor the app
you are developing

T Id and Password for Azure Blob Storadgnter yourStorageAccountNameandAccess Kegs
password.

Configuring Dropbox Connector

a) Name:Give name to the connector.
b) Connector TypeChoosédropboxfrom the dropdown.
c) Default connectorif required, eable the checkbox to set Dropbox_1 as default connector.

CB CONMNECTOR
T~ New Connector

General Credentials  Additional Settings  Entity Configurations

General

Name “  Dropbox_1
Connector Type " Dropbox

Default Connector

Note: The user has toreate new app for each new dropbox connector.

Now to get theld/Secret for DropboXollow the below steps:

Go towww.dropbox.comand enter your login credeials for Dropbox.After you are logged in you will
land onthe W1 2 Y S .Cat thabBttom right corneof the screerclick on thePoints of Ellipsigthe
three dotsXand then selecDevelopersirom the view.
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Install
Mobile
Blog k
Jobs 1
Developers

P u
Contact us M
Pricing mr

) H
Copyright
Business 1
Language

Bl
C @ Dropbox Inc [US] | https;//www.dropbox.com/Ip/developers
23 pbropbox

- S -

Documentation Support Blog My apps Create apps

Now, click orMy appson the list in left.

If you havealready createdan app click on th&ppiconQ
page. Scroll down and you withd App Keyand App Secret

L¥ @& 2dz R Aappalitk okOre@t&AppFfomChoose an ARTlick orDropbox APbutton.

A w2 4 A x

,2dz gAfft 0S QR NBSOGSR

Dropbox Business AP

For apps that need access to Dropbox Q/\Fj)j'
S E

Business team info. Learn more

33 Create a new app on the DBX Platform
My apps 1. Choose an API
Documentation Dropbox API m‘?

HTTP (O For apps that need to access files in @

NET Dropbox. Learn more

Jav

avascript

ytnon
Swift 2. Choose the type of access you need
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In Choose the type of access you negdlect-ull Dropbox

33 Create a new app on the DBX Platform

APIv2

My apps 1. Choose an API

Documentation Dropbox API — S Dropbox Business AP /?
HTTP ®  For apps that need to access files in s} (O For apps that need access to Dropbox O/\[’\\Oj
NET Dropbox. Learn more @ Business team info. Learn more NE
ava
avascript
Python

2. Choose the type of access you need

Learn more about access types

App folder - Access to a single folder created specifically for your app.

Authentication types O Full Dropbox - Access to all files and folders in a user's Dropbox.

Branding guide

Name your app; Here enter thenameof the appyou are going to createCheckV | I NB S  d@né
click onCreate Apgbutton. After clicking orCreate Appbutton you will be redirected thhome page of
the created app. Select yopp Keyand App Secrefrom here.

3= Cao Mobiles

ADI 2 Settings

My apps
API Explorer
Development Apply for production
Documentation
NET ¢ ent f Only you Enable additional users
Java
Full Dropbox

Community SDKs

Enter these credentials inth#b S g / 2 y y S O (i 2AENyou eNtBr fhE Fadsivord/Seohet
(Dropbox Apisecrej it immediatey gets encrypted as shown below.
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C{_}) CONNECTOR Owner " B Status Reason
1T~ Dropbox

@ 0O John Sam Unauthenticated

General Credentials Additional Settings  Entity Configurations  Related

d i
) Use below as your redirect url
Password/Secret " ZZZ77 DTIVM BLUEB RVERJ OQDPV AKQAR ULSIW MF...
hittps:/ bResources/ikl_fAttach2Dynamics/Callback html
WorkSpace “ Personal Note : Valid only for Dropbox.

Before authenticating please check you have logged in with correct DrapBox account.

The user can give access of this workspace created in Dropbox cloud storage to their team members if
necessary. Go td/orkSpacdield and selectTeam.After selecting Team another field will appe¢armed
Team FolderGive name to the team folder.

C’B CONNECTOR Owner ’ 13 Status Reason
T~ Dropbox

@ o John Sam Unauthenticated

General  Credentials Additional Settings ~ Entity Configurations  Related

d T —
) . Use below as your redirect url
Password/Secret * ZZ777 XRMKB KAODM QBGDK QCCHA NFURC TCFGJ ...
hittps:/ VebResources/ikl_/Attach2Dynamics/Callback html
WorkSpace * Team Note : Valid anly for Dropbax.
Biefore authenticating please check you have lagged in with carrect DropBax account.
Team Folder *  Sales

Thisfolder will appear outside App folder.
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>
&
A2DTeam Q Search
Files . Q
Name 1 Modified + Members » =
Files
John Sam Only you
File requests @
Deleted files
En  Marketing A2DTeam
13 Upload files
£ Upload folder
Ean  Projects A2DTeam [3 New folder
& Show deleted files
Es Sales A2DTeam L View in admin console
@ Guide to our Team Space.url 7 mins ago A2DTeam

If the WorkSpace field is set Bersonatlthen the files and folders will be stored inside App folder.

Deleted files

>P
F

) A2DTeam » John Sam Q [ Search Jat
Files

Name + Modified » Members » =
Files
Sharing Create new file
Sales Only you

File requests

Only you have access

+3 Upload files

£ Upload folder

[2] New shared folder
3 New folder

<& Show deleted files

Next the Redirect URLin connector pag@eedsto be addedn the Dropbox App as in below Screenshot.
This URL is mentioned on the Connector entity.

General

Password/Secret

WorkSpace

Team Folder

C\"S CONNECTOR

Dropbox

Credentials  Additional Settings

Owner

@ 0 John Sam

& Status Reason

Unauthenticated

Entity Configurations ~ Related

-

Use below as your redirect url
ZZZ77 XRMKB KAODM QBGDK QCCHA NFURC TCFG! ...

httpsi/

irces/ikl_/Attach2Dynamics/Callback.html

Team Note : Valid only for Dropbax.

Before authenticating please check you have logged in with correct DropBax account.
Sales
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Copy this URL and paste it in the App on Dropbox as shown below

My apps
Development Apply for production
Docum a
T Only you Enable additional users
Full Dropbox
. N - L]
Cormr nity SDK
Redirect URIs
etting e
Authentication types https:/f ai.crm.dynamics.com/WebResources/ikl_/Attach2Dynamics/Callback.html X
Branding e
Add

After entering the link click o6 ! R Rhisétep must not be skipped.

Configuring Azure Blob Storage Connector

To getStorage Account Name & Access KeyAzure Blob Storagdollow the below steps:

Open URLhttps://portal.azure.com/ and enter yur Microsoft Azure Credentials

Nextgoto storage account section
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Microsoft Azure P Search resources, services, and docs

«

Azure services ° Create a resource >

+ Create a resource

A Home g "é: g @ E o4

[E pashboard

aw

Virtual machines App Services Storage accounts SQL databases Azure Database for ~ Azure Cosmos DB Kubernetes Function App
All services PostgreSQL servers services
FAVORITES
n /A Microsoft Learn Azure Monitor Security Center Cost Management
]
Al i
resources ¥ Learn Azure with free Monitor your apps and Secure your apps and Analyze and optimize your
online training from infrastructure infrastructure cloud spend for free
") Resource groups
Microsaft
"S.‘ App Services
<> Function Apps
. Recent resources  see all your recent resources > Sea all your resources > Useful links
& sql databases
2
15 Azure Cosmos DB NAME TYPE LAST VIEWED Technical Documentation [5
— Azure Services [
g Virtual machines = = Storage account 4d ago
Recent Azure Updates [

» Load balancers - - Subscription 3wk ago

Azure Blog £

&= storage accounts = Data Lake Storage Gen'l 3wk ago

(2]

Virtual networks. [ = Data Lake Storage Gen1 1 mo ago Azure mobile app
r
r

4D Azure Active Directory Resource group 2mo ago App Store
3 Monitor = om = SOL database 2mo ago
# Advisor = Resource group 3 mo ago
0 Security Center J - App Service 3 mo ago
Cost Management + Bill... b . App Service plan 3moage

Select youstorage account and open it, look for Access Keys (as shown in the below screenshot), get
the Storage account name and Key from it.

Microsoft Azure B Search resources, services, and docs

« Home > a2dtestab - Access keys

—+ Create a resource a2dtestab - Access keys
Storage account
A Home

[E pashboard

«
O Search (Ctri=/) \

Use access keys to authenticate your applications when making requests to this Azure storage account. Store your access keys securely - for example,
Azure Key Vault - and don't share them. We recommend regenerating your access keys regularly. You are provided two access keys so that you can m,

== All services E overview connections using one key while regenerating the other.
FAVORITES -] Activity log ‘When you regenerate your access keys, you must update any Azure resources and applications that access this storage account to use the new keys. |
action will not interrupt access to disks from your virtual machines. Learn more
B0 TS “ i Access control (IAM)

Storage account name

(#) Resource groups & Tags | =
(3 App Services K Diagnose and solve problems
<% Function Apps W" Data transfer eyl 0
SQL databases Events Key
||_ — - —— r— = T o e g
& Azure Cosmos DB T Storage Explorer (preview)

Connection string

I3 virtual machines Settings e rT A e s P -l e Py P B et "l P O . LIS B LRI,
4% Load balancers I‘ Access keys [l ‘ i
i key2 0

[ storage accounts @ Geo-replication ey

Key
€ Virtual networks &) CORs ||_ ) T —_— - L
4P Azure Active Directory & Configuration Connection string
=) Monitor & Encryption |_ =n W e N N S S WES W= R @ w2 mE e o —— e —
9 Advisor & Shared access signature

O security Center Firewalls and virtual networks

at

€ Cost Management + Bill... B Advanced security
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Now Create a hewConnector

a) Name:Give name to the connector.

b) Connector TypeChooséAzure Blob Storagéom the dropdown.

c) Default connectorif required, éable the checkbox to set Azurk as default connector.

>

CONMECTOR
New Connector

General Credentials  Additional Settings  Entity Configurations
General
MName * Azure_1
Connector Type " Azure Blob Storage

Default Connector

Note: The usecan add other storage accounts from Azure Blob Storage.

Now add theStorage Account NamandAccess Ky. Nextauthenticate the credentials. Your connector
is now ready to function.
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B save @ Save & Close Mew o Flow

Cr}) CONNECTOR Owner : £ Status Reason
T~ New Connector

2 Sam P Unauthenticated
General Credentials Additional Settings  Entity Configurations

=

" | ZZZIZ UWISH IKTAV TFEDG LFKRA TCIUW EHBHW JBATP

Additional Settings:

a) Set file size limit for attachmentg Maximum file upload size can be 50 MB

b) Set blocked file extensions for attachmentThis contains the list of file extensions (semicolon
separated) which th€onnectos 2 y Qi 6S 6t S (G2 dz2LX 2F R 2y [/ f2dzR®
preference.

e.g., txt;docx

Clckonsave and thwb S ¢ / 2Q@5yr8ated &itha form notification aClick onAuthenticate
button to authenticatei KS 02y y SO0 2 NE

Authenticate

After the Comector record is created the connector credentials need to be authenticated.

Toauthenticate the connectorAuthenticate button is provided on the command bar. This button is
visible only to users with System Administration or Attach2Dynamics Administrator role.

Dynamics 365 ~ AttachEDynamics Attach2Dynamics > Connectors > SharePoint

Mew D Deactivate ]ﬁ[ Delete 6/ Authenticate (‘_‘) Refresh & Map

After the Connector is Authenticated, Entity Configuration record khba created.
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Entity Configuration

ForWoy i A dGe [/ @y&FgodamihZDyraunyiicdy Entity Configuration.

Dynamics 365 ~ | Attach2Dynamics Attach2Dynamics > Entity Configurations
= B Show Chart Mew il Delete | ~ () Refresh [ Email a Link [ Excel Templates
(x Home
® Recent o Active Entity Configurations earch for re p
s# Pinned A
v Entity Name Tl Connector Tl Folder Path Folder Path Sche... T/ Attachme... T| Created On 5

Attach2Dynamics

&> Connectors

@@ Entity Configurations |

1 Bulk Migration Jobs

Bulk Migration Job S...

i}

Error Logs

513

License Registration

Entity Configurationscan be created from the Connector form tgast click on Entity Configuration Tab

on Connector page.

C‘}) CONMNECTOR
1~ SharePoint

General Credentials Additional Settings  Entity Configurations  Related

v | Entity Name Tl | Connector Tl | Folder Path T

=

Add MNew Entity Confi... {0 PRefresh

Folder Path Schema T | Attachment..T| | Created On l

No data available.

More Commands
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O] New D Deactivate ]E Delete O Refresh rQ., Assign 1#® Share [Z) Email alink  o® Flow ™ @ word Templates : Run Report ™
ENTITY CONFIGURATION Owner
45
&'l account - Azure Blob Storage @ O John Sam

General Related

Connector * &b Azure Blob Storage
Entity Name ' Account e
Folder Path Schema  *  new_azurefolderpath
B Folder Path " faccount
Attachment Action
Override Files
General:

a) Connector:Selecthe ConnectofSharePointDropboxor Azure Blob Storagéor which you want
to configue the Entity.

b) Entity Name:Mention the Entity for which youare configuring.

c) Folder Path Schemahis field isvisible only for Dropboxand Azure Blob Storagén this select

the field in which the folder path schema will be stordhis can be any field attribute of the

Entity selected.

eg: name

Data already present in the selected figldme) gets overriden.

d) Folder Path This field iwisible only for Dropboand Azure Blob Storag&his is auto populated
depending upon the entity selected.
e) Attachment Action:You careither Copyor Move the attachment.

i) Copy:If you SelecCopy,the attachment will be also beopiedto SharePointDropboxor
Azure Blob Storagand its cloud storage path will be copied in Dynamics CRM next to
FGdFr OKYSyiaQa t20FGA2y®

i) Move: If you SelecMove, the attachment will be moved/migrated to Cloud Storage and its
cloud storage path will be leftbehindinDyn@a / wa Y SEG (2 FGdGF OKY S

Attachmert Actionscan be enabled only for one entity with one Connector.

f) Override files: If checked means trying to upload file with same name will be overriden. If
uncheckedthen a new file with number appended is creatsod uploaded in theloud storage

Note:
1) To use Attach2Dynamics functionalites onEattity it is mandatorythat you create arEntity
Configurationrecord for the sameWithout Entity Configuration recordttach2Dynamics button
will not be displayedbr the respective Entity
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2) Connector andEntity Configuration areeditable if user has System Administrator or
Attach2Dynamics Administrator role.

3) Attach2Dynamics s can only read the Connector aadtity Configuration

4) Also,in order toconfigure an entity with SharePoint connector we need to enable SharePoint for

that entity.
5) Product,Sales Literaturé Competitorentity can be configured only @lassidJser Inerface.

Configuration for Moving/Copyindmail Attachments

In order to enable Email Attachment movement whether Copy or Move, we need to define the Entity

Configuration.
- ENTITY CONFIGURATION
) .
@ email - Dropbox

General Related

Connector * &t Dropbox
Entity Mame Email

) Folder Path * femail attachments
Attachment Action Move

Override Files

Based on settings the Email Attachments would be Moved/Copied from Dynamics 365 CRM.

If Regardindield is not setfor emailthen the email attachments will be moved/copied in a common
folder named Email Attachment as shown below:
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Email: Attach2Dynamics Form Priority
e Sales Files CRM:0001099

& Read only Norma

Email Related

From 2 John Sam
To Al Canvas Pvt LTD
Cc -
Bce —
Subject Sales Files CRM:0001099
Regarding i
Duration 30 minutes
:‘: AttachManage » Sales Q Search L
Files Name ¢ =
My files account = Only you
Share folder
sharnng
contact = Only you

Email Attachments - Only you

If Regardindfield is setthen the Email Attachments would be Moved/Copied to fRegardingrolder in
cloud storage as shown below:
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Email: Attach2Dynamics Form Priority
Sales Files CRM:0001099 o
& Read only norma
Email Related
From @ John Sam
To Al Canvas Pvt LTD
Cc —
Bec —
Subject Sales Files CRM:0001099
Regarding (4 Canvas Pvt ltd
Duration 30 minutes
33 # > Canvas Ptv~Ltd_EAD7107BDSA3E911A981000D3AF03F98J Q W Searc Q
Files =
My files Document.pd! 4 mins ago Oaly you Share folde
¢+ Up!
+J Up
[ Ne
oS

Configuration for Moving/Copying Sales Literature Attachments

In order to define the Sales Literarute Attachment movement, we need to create an Entity Configuration
for Sales LiteratureHere we define the action that needs to be perfomed on the Salesatiite
Attachment i.e., Move/Copy, and once defined thereafter any Sales Literature Attachment if created
would either be Moved/Copied over to the configured Cloud Storage.
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ENTITY CONFIGURATION : INFORMATION

salesliterature - Dropbox -=

4 General
Connector * Dropbox
Entity Name * salesliterature

- -
Folder Path Schema new_folderpath

E Adar * r -
Falder Path & /salesliterature
Attachment Action Move

Override Files

Configuration for Moving/Copying Notes Attachments.

Unlike Email Attachments & { | £ Sa [ AGSNI GdzNB ! Gidl OKYSyidas ¢S
Configuration record foMoving/Copying Notes Attachmeniyhile creating an Entity Configuration for

any entities (except Email and Sales Literatyrdf) the Attachment Action is dimed, then the
O2NNBalLRyRAYy3 9yiAateqQa bz2iSa !'Gar OKYSy(d ¢2dzZ R
selected.

Security Templates

Security TemplatesEntity enablesto control access given to the users ovearious features of
Attach2Dynamicsuch as Upload, Download, Email, Copy Link, Rename etc. in all three cloud storages
SharePoint, Dropbox and Azure Blob Storage.

Note: If two records are created for the same user thenuber will gethighestaccess permissidnom
either of therecords
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